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| KNEW HOW TO WRITE CODE (BUT THAT WAS ABOUT IT)

= ATypical CS Curriculum (something is missing)
= https://cse.ucsd.edu/sites/cse.ucsd.edu/files/undergraduate/CS26%20FA20%20Checklist O.pdf
=  https://catalog.ucsd.edu/courses/CSE.html

=  Product Development Life Cycle (PDLC)

®=  Product Requirements and Roadmap

= Agile Development
= Agile Isn’t Enough

= Design
=  Code Quality

®=  Product Quality
= CI/CD

= Security and Data Privacy



https://cse.ucsd.edu/sites/cse.ucsd.edu/files/undergraduate/CS26%20FA20%20Checklist_0.pdf
https://catalog.ucsd.edu/courses/CSE.html

PRODUCT REQUIREMENTS AND PRODUCT ROADMAP

=  What makes a good set of product requirements?

= They are written down

= They have enough detail

= They have acceptance criteria

= They are prioritized

= They are reviewed with the team

= They are managed by a sophisticated work management system (Jira, etc.)

= More here: https://www.atlassian.com/agile/product-management/requirements

= Product Roadmap
= Whatis your MVP (minimal viable product)?
= What is the feature set you wish to release together at periodic intervals?

= More here: https://www.atlassian.com/agile/product-management/product-roadmaps



https://www.atlassian.com/agile/product-management/requirements
https://www.atlassian.com/agile/product-management/product-roadmaps

AGILE DEVELOPMENT (SCRUM)

The Agile — Scrum Framework
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= Practice the SCRUM Rituals Religiously )
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AGILE ISN'T ENOUGH
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= More here: https://www.scaledagileframework.com/



https://www.scaledagileframework.com/

SYSTEM AND COMPONENT LEVEL DESIGN

System Flows and Sequence Diagrams
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= Agile is not a reason to not to design docs
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PRODUCT QUALITY

= Don’t let Velocity fool you...
" Need a total view of product quality
= Priority and Severity for every bug

= Triage daily, Bug Scrub monthly
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Cl/CD - CONTINUOUS INTEGRATION & DELIVERY

= Every check-in
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= Build
= Unit tests
= Static Analysis
= Report @
= Extra credit ‘ coMmIT
= |ntegration Tests \T
= ProTip ®

DevOps is your friend (bring donuts)
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https://www.jenkins.io/
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https://www.jenkins.io/

SECURITY AND DATA PRIVACY

= Utilize Security and Data Privacy experts in your organization (if they exist)

= OWASP Top 10 - https://owasp.org/www-project-top-ten/

= NIST Cybersecurity Framework - https://www.nist.gov/cyberframework

= |OT Security - California SB-327

= California Consumer Privacy Act - https://oag.ca.gov/privacy/ccpa

= General Data Protection Regulation - https://gdpr-info.eu/
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https://owasp.org/www-project-top-ten/
https://www.nist.gov/cyberframework
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB327
https://oag.ca.gov/privacy/ccpa
https://gdpr-info.eu/

