
UNCLASSIFIED

1

Victoria Owens
Director, Cyber Systems Engineering 
Director, Cyber Resilient Capability Group
Vice President Operations, Women’s Inclusive Network

2 December 2020

BAE Systems Women in STEM
Cyber Security Presentation



UNCLASSIFIED

Introductions

• Victoria Owens
• ES Director, Cyber Systems Engineering, Director, Cyber Resilience Capability Group

• VP Operations, Women’s Inclusive Network

• Master of Science, Computer Information Systems Security, Boston University, a NSA-
designated “National Center of Academic Excellence in Cyber Defense”

• UCSD – Executive Perspective for Scientists and Engineers

• MIT - Architecture and Systems Engineering: Models and Methods to Manage Complex 
Systems

• CISSP, CHFI, PMP, Security +

• Background & Experience
• BAE Systems

• Director, Cyber Resilience Capability Group - 15 years experience working with Cyber 
Systems Engineering 

• Primary focus defensive security and assessment and authorization

• Military - US Navy/US Navy Reserves

• Retired Lieutenant Commander, 29+ year combined active and reserve service. 
Specialty – Radio Communications/Information Technology

• Prior Experience

• Owner of a network consulting firm for 15 years
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Why We Care About Cyber Security
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• QUESTION: What is/are the negative effects 
of a cyber attack?

A. Loss of intellectual property or valuable data

B. Cost to investigate and fix the system

C. Brand damage and loss of sales

D. Legal defense and fines

E. All of the above
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What is Cyber Security?
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Cyber 
Security
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Cyber Security Terms
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Threat

Vulnerability Control

A threat is blocked by control of a vulnerability
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Offense Defense

The Two Sides of Cyber Security
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Common Cyber Protections
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• Scanning

• Monitoring

• Auditing

• Hardening

• Patching

• Encryption 
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What’s an Attack Surface?
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What’s a Hacker?
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A hacker is a person who uses computers to gain unauthorized access to data
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Common Types of Attacks
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• DDoS

• Phishing or Spear Phishing

• Clickjacking

• Ransomware

• Virus

• Trojan horse

• Worm

• Bot/Botnet

Source: https://www.cybintsolutions.com/20-cyber-security-terms-that-you-should-know/



UNCLASSIFIED

Why We Care About Cyber Security
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• QUESTION: How much does cyber crime 
and attacks cost annually?

A. $ 600 million

B. $ 60 billion

C. $ 600 billion

D. $ 6 trillion
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Types of Careers in Cyber

17

Cyber 
Security

Infrastructure
Protection 

and 
compliance

Product 
Protection

Offensive 
Security

Cyber 
Industry
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What Does BAE Systems Do?

• https://www.youtube.com/watch?v=h1PnoPGZCf0
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We even build warships

BAE Systems builds armored vehicles

We build aircraft like the Typhoon and Hawk

https://www.youtube.com/watch?v=h1PnoPGZCf0
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BAE Systems Fighting Vehicles
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• https://www.youtube.com/watch?v=P1nLoyl6dSI

Paladin Armored Howitzer

Bradley Fighting Vehicles

https://www.youtube.com/watch?v=P1nLoyl6dSI
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Questions
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Closing


